Nucrpykuus
o opranusanuu gocryna k ®I'C
«IIpaBoBas nomoub» MuHwcra Poccun

¢ ucnoab3oBannem Kpunrollpo CSP



Hoctyn k ®I'UC «lIpaBoBasi moMoOmb» OCYHIECTBJIACTCH IO
nporokoay TLS TOCT ¢ wucooab3oBaHHueM MPOrPaMMHOIO
odecnneyenusi Kpunrollpo CSP

lar 1

Jns nonkmtoueHuss kK ®IT'UC «IIpaBoBasi mOMOIIBY» C UCMOJIB30BAaHUEM MTPOTOKOJIA
TLS TOCT TtpebyeTcsi yCTaHOBUTh OTEYECTBEHHBIM Opay3ep C MOIAACPKKOM
kpunrorpadpuuecknx anroputMoB ['OCT  (mampumep, Sugexc.bpaysep wnu
Chromium-Gost). B ciyuae wucnonszoBanus Suaekc.bpay3epa HeoOXxoaumo

BBITIOJTHUTh HAaCTPOMKHU, MpeicTaBieHHbIe Ha Puc. 1.

Hactpoiiku1

roct 9 Caenatb fAiuaekc Epaysep oCHOBHBIM?

B HEM ByAyT OTKPbIBaTLECA CChIKM M3 MECCEHAKEPOB, NOUTOBLIX KAMEHTOE W APYTHUX
O6LuMe HACTPOMKKY nporpaMm.

WHTepdeiic
Cailtbl

CucremHbie
CucteMHble

Cetb

lNoaknouaTsea K caiTam, MCNOAb3YIOLWM LLMGQPOBaHWE No - Tpebyetca Kpuntollpo CSP.

ABTOMATMUECKKW OTKPbIBaTb CalThl No npoTokoay HTTPS, eciv oHKW ero NofaepxusaroT

lNpeaynpexaats, ecnv y caidTa AomxHa bbb HTTPS-Bepcua, HO €8 HeT

Puc. 1 — Hacrtpoiika Annekc.bpay3sepa

Hlar 2

Ckauarpb ¢ ounmanbHoro caita komnanuu «Kpunrollpoy» (https://cryptopro.ru/)

nporpammHoe obecneueHue «Kpunrollpo CSP» (ms ckauuBaHusi MpOrpamMMbl

HE00X0/IMMa PEruCTPaIlns MOIb30BaTENs).


https://cryptopro.ru/

Hlar 3

i1 onepanuoHHbIX cucremM Windows

[Tocne 3arpy3ku auctpubytuBa «Kpunrollpo CSPy», HeoOxoaumo ero 3amyCTuTh
MyTEM JBYKPATHOT'O HAXaTHs JIEBOM KHOMKH MBIIIH U CJIEI0BATh IIaraM yCTaHOBIIUKA.

Ilocne ycraHOBKM IpOrpaMMHOro oOecredeHHsi MOTpeldyeTcs Iepe3arpy3uTh

kommnbiotep (Puc. 2).

*  Kpunrtollpo CSP 5.0.11455
Enaroaapvm 3a eeibop Kpuntolpo CSP.

anI,EI,CIfI?HEH YCTaHOBRY, Bl MPMHMMaeTe YyCnoBMA JIMWEeHIMOHHOTO
CornalleHKA.

MpoayxT OyOeT ycTaHOBAEH C BDEMEHHOM JIMLEH3MER Ha 3 mecAua.

http: /fwwiw, cryptopra.ru

YCTaHoBWTL (pekomMeHayeTca)

Mpoaykr GyaeT ycTaHoeneH B koHgurypauun KC1 n assikom
ONEPALMCHHOH CUCTEMBI C HACTPOHKAMK N0 YMONYaHWH,

ﬂ.DI’IDﬂHHTE‘.‘ﬂthIE onuKrm
MozeonAer epiBpate KoHdurypaymrioe KC 1 A3k,

YCTAHOBUTb KODHEBBIE CEDTUOWKATDI

Puc. 2 — Okno ycranoBku Kpunrollpo CSP

st onepanuoHHbIX cucreM Linux

ITocne 3arpy3ku jguctpuOyTtuBa st Linux HeoOXoaMMO pacrakoBaTh
3arpykeHHbii apxuB: tar -xvf linux-amd64 deb.tgz && cd linux-amd64 deb u

3aMyCTUTh YCTAHOBKY B rpaduueckoM HHTepdelce MOCpeACTBOM 3allycKa CKpHUIITa

sudo ./install _gui.sh

HpI/I YCTAaHOBKC JOIIOJIHUTCIbHO HY’KHO OTMCTHUTD ITaKCThI

Smart Card and Token support modules



4

[Toxppob6nas undopmarus no ycranoske Kpunrollpo mis Linux npencraBieHa Ha
odpunmanbHoM caiite komnanuu «Kpunrollpo» B paznene «baza 3nanuii (FAQ)»:

https://support.cryptopro.ru/index.php?/Knowledgebase/Article/View/390

Ilocne oxoHYaHuUs YCTAaHOBOYHOI'O IIponecCCa OOJDKHO IIOABHTBCA OKHO,

aHAJIOrMYHOE N300pakeHHOMY Ha Puc. 3.

| YcTaHoBumk Kpuntollpo CSP |

MakeTsl Kpuntolpo CSP yCnewHo yCTaHOB/EeHbl

Puc. 3 — Oxno ycranoBku Kpunrollpo CSP na OC Linux

YcranoBka nporpamMmmHoro odoecnedenusi « Kpunrollpo CSP» HeoOxonmma
MJIA YCTAaHOBJIeHMs 3amumieHHoro coeaunenus ¢ ®I'MC «lIpaBoBas moMouby.
IIpu 31oM, mpuodperenue JuneH3nun Ha «Kpunrollpo CSP» ne tpedyercs. Ilo
HCTEYEeHNH NMPOOHOr0 MEepuoAa MCNOJAb30BAaHUA YKA3aHHOIO NMPOAYKTa (3 Mecsina)
«Kpunrollpo CSP» npoao/ukur (GyHKHHOHHPOBAHUE B PpeKHME YCTAHOBJICHUS
3amumeHHoro coeanHenuss ¢ ®I'NC «IIpaBoBasi moMoOIIb» U €ro AKTHBAIUS He

norpedyercs.

Illar 4
Jliist mpoBepku 0€30MacCHOCTH MOAKIIOYEHUs! K Ha onepanuoHHoi cucreme (OC)
Windows HeoOxomumo mepeiitu Ha pecypc legal.vpraverf.ru, B ampecHod cTpoke

Opay3epa HaxkaTb Ha KHONKY uHJeHTHU(UKATOpa caiTta (3aMOK/IIUT), TEpEerTH B


https://support.cryptopro.ru/index.php?/Knowledgebase/Article/View/390

«be3omnacHoe INOAKIKOYCHHUC» B  CBOJKC «be3omnacHOCTBY» JOJDDKHa OTO6pa)KaTI>C$I

uHdopmarus, npeacrapieHHas Ha Puc. 4.

E] [edCcTBUTENLHLIA CEPTUQUKAT

Puc. 4 — Oxno ¢ unpopmarueit o noakmoueruu mo TLS 'OCT na OC Windows

s OC Linux npoBepka ananornyHa npoBepke Ha OC Windows. Heobxoaumo
OTKpBITH Opay3ep, nepeiitu Ha pecypc legal.vpraverf.ru, ¢ KOTOpbIM ycTaHaBIMBAETCS
coequHenue uyepe3 TLS I'OCT, mocime yero HakaTh Ha 3aMOK B aApECHOM CTpPOKeE
Opaysepa. B oTkpeiBIIeMcs OkHE HaxkaTh KHOTIKY «IlogpoOHeey», JomKHa 0TOOPa3UThCs

uHpopMalus, npeacTaBieHHas Ha Puc. 5.

COEAVNHEHWE

& Aupexc.Bpaysep nposepun, 4to
PefepancHOe Ka3zHavelcTso
ARACTBATENIbHO BbIMYCTWA 3TOT
ceptudukar. Cepeep He npegocTaBun
MHGopmauuio Nyban4Horo ayauTta sToro
cepTugmkara.

CoeguHeHwe ¢
3aWMLLEHO C NOMOLLbIO COBPEMEHHbIX
MEeTOA0B LndpoBaHUS.

Ans nepeaaqn AaHHbIX MCNONb3yeTcs
npotokon TLS 1.2.

CoeaunHeHwWe 3alM$POBaHO C MOMOLLbIO
GOST_KUZNYECHIK_CTR, ans
ayTeHTUdUKaLMM COOBLLIEHNIA
ncnonesyetca GOST_KUZNYECHIK_OMAC,
Ana obmeHa knrodamm — GOSTR341112.

Puc. 5 — Okno ¢ undopmarueit o nogxioueHuu no TLS TTOCT na OC Linux



